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CPA Security

Adversarial indistinguishability experiment for A:

ﬁ. A random key (pk, sk) is generated using Gen \
2. The adversary A is given pk and outputs a pair of messages m,, m,
of the same length
3. Arandom bit b « {0,1} is chosen
4. The ciphertext ¢ = Ency,(my) is computed and given to A

5. Aoutputs a bit b’ 4
Awins = b =Db'

Definition. A PKE scheme (Gen, Enc, Dec) is e-CPA-secure (chosen plaintext
attack) if for every PPT adversary A it holds that Pr|4 wins| < % + &



Security for Multiple Encryptions

Adversarial indistinguishability experiment for A,,,,,1+:

ﬂ. A random key (pk, sk) is generated using Gen \
2. The adversary A,,,,¢+ is given pk and outputs a pair of vectors
My = (m}, ..., m§) and M; = (mi, ..., m}), where Vi.|m}| = |m}]

3. Arandom bit b « {0,1} is chosen
4. The vector C = (Encpk (mp), ..., Encyy (m,g)) is given to A4t

Q. A1+ outputs a bit b’ /
A Wins & b = b’

Definition. An encryption scheme is €-CPA-secure for multiple encryptions
if for every PPT adversary A,,,,,;; it holds that Pr[A,,,,;: wins] < % + ¢



Security for Multiple Encryptions

4 )
Theorem. If an encryption scheme is e-CPA-secure, then it is &;-CPA-

secure for multiple encryptions
\_ J

e Proof — using hybrid arguments



Security for 2 Encryptions

o We'll start with the “easy” case

4 )
Theorem. If an encryption scheme is e-CPA-secure, then it is &'-CPA-

secure for 2 encryptions
\_ J




Security for Multiple Encryptions

e Let A, as follows:

!

« We'll prove: Pr[A4, wins| < % + &



Security for Multiple Encryptions — First Method

* Let A, as follows:

/1. A random key (pk, sk) is generated using Gen \

2. The adversary A4 is given pk runs A,

3. A, outputs My = (m}, m3) and M; = (m}, m?%)

4. A, outputs mg,m%

5. Arandom bit b « {0,1} is chosen

6. The ciphertext ¢, = Encyy (m%) is computed and given to A4,

7. Aqencryptscy = Encpk(m(l)) and sends (c¢q,¢c;) to A,

Q A, outputs the bit b’ that is output by 4, /




Security for Multiple Encryptions — First Method

« We'll prove: Pr[A4, wins| < % + &'

% [Pr [Az outputs 0 on (Encpk (mg), Encyy, (m(z)))”

+% ' [Pr [Az outputs 1 on (Encpk(m%)» Encpy (m%))”



Security for Multiple Encryptions — First Method

« We'll prove: Pr[A4, wins| < % + &'
. % + £ > Pr|A; wins] (Enc is e-CPA secure)

» Pr[A, wins] = % - Pr[A; outputs 0 | b = 0] + % - Pr[A; outputs 1 | b = 1]

— % : [Pr [Az outputs 0 on (ETlek (m(l))' Encpk (m%))“

+% | [Pr [Az outputs 1 on (Encpk (mp), Encyx (m%))“
§%+£



Security for Multiple Encryptions — First Method

o We’ll prove:

Pr[A, wins] < % + &'

o % + & = Pr|A; wins] (Enc is e-CPA secure)

» Pr[A, wins] =

- Pr[A; outputs 0 | b = 0] + 1 - Pr[A; outputs 1 | b = 1]

t\JIP—\

/1

+1
2

[Pr [Az outputs 0 on (Encpk (mg), Encyy (mo))“\

[Pr [Az outputs 1 on (Encpk (mg), Encyy (ml))“

+ &£ /
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Security for Multiple Encryptions — First Method

* We can do similar experiment, only changing the second encryption:

( A random key (pk, sk) is generated using Gen \
2. The adversary A4 is given pk runs A,

3. A, outputs My = (m}, m3) and M; = (m}, m%)
4. A, outputs m§, mj
5. Arandom bit b « {0,1} is chosen

6. The ciphertext ¢; = Encyy (mj) is computed and given to 4,

7. A encrypts ¢, = Ency,,(m?%) and sends (cy, ¢,) to 4,
pk 1

Q A, outputs the bit b’ that is output by 4, /
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Security for Multiple Encryptions — First Method

e Similarly:

. % + & = Pr|A; wins]| (Enc is e-CPA secure)

» Pr[A, wins] = % - Pr[A; outputs 0 | b = 0] + % - Pr[A; outputs 1 | b = 1]

— % | [Pr [Az outputs 0 on (Encpk (mp), Encyx (m%))”
1

+§ | [Pr A, outputs 1 on (Encpk (m1), Encpk(m%))”

<1+
=75 €
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Security for Multiple Encryptions — First Method

e Similarly:

o % + & = Pr[A; wins] (Enc is e-CPA secure)

» Pr[A, wins] = 1 - Pr[A; outputs 0 | b = 0] + 1 - Pr[A; outputs 1 | b = 1]

1 N

[Pr [Az outputs 0 on (Encpk (mg), Encyy, (ml))]

+1' [Pr [Az outputs 1 on (Encpk (m1), E”Cpk(ml))”

=27 Y,
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Security for Multiple Encryptions — First Method

e Combine both results:

%. [Pr [Az outputs 0 on (Encpk(mé) Encpk(mﬂ))

C:l [Pr [Az outputs 1 on (Encpk (mg), Encpy(my

)

I

)
[Pr [AZ outputs 0 on (Encpk(mo) Encpk(ml))]

1)
< 1 + 2¢
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Security for Multiple Encryptions — First Method

e Combine both results:

[Pr [Az outputs 0 on (Encpk(mo) Encpk(mo))
+— [Pr [Az outputs 1 on (Encpk(mo) Ency(mj

|
)
1 [Pr [AZ outputs 0 on (Encpk(mo) E”Cpk(ml))]
1)

<1+2€

= Pr[A, wins]| < % + 2¢
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Security for Multiple Encryptions — Second Method

* Let A, as follows:

. Arandom key (pk, sk) is generated using Gen \
. The adversary A, is given pk runs A,

1
2
3. A, outputs My = (mj, mg) and M; = (mi, m%)

4. A4 chooses arandomindexi € {1,2} and outputs mé,mi
5

6

. Arandom bit b < {0,1} is chosen

. The ciphertext ¢; = Encyy (m,i,) is computed and given to A,
e Ifi =1:A; encryptsc, = Encpk(mf) and sends c;, ¢, to 4,
* Ifi = 2:A; encrypts ¢; = Ency(mg) and sends ¢y, ¢; to 4,

7. The vector C = (cq,c,) is given to A,
8. A, outputs the bit b’ that is output by A4, /
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Security for Multiple Encryptions — Second Method

« We'll prove: Pr[A4, wins| < % + &'
. % + £ > Pr|A; wins] (Enc is e-CPA secure)

» Pr[A, wins] = = Pr|A; outputs O | b = 0] + = Pr|A; outputs 1 | b = 1]
2 2

e Pr[A; outputs 0 | b = 0] = Pr[4A; outputs O | b =0Ai =1]-Pr[i =1]
+ Pr|[A, outputs O | b =0Ai = 2]:Pr[i =2
e Pr[A; outputs1 | b = 1] = Pr|[4; outputs1 |b=1Ai=1]: Pr[i =1]
+ Pr|[A;outputs 1 | b =1Ai =2]:Prli =2
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Security for Multiple Encryptions

 How do we generalize this method to t encryptions?

 For a given public key pk and two vectors
My, = (mg, ...,m§) and M; = (mg, ..., m})
(the output of 4,,,,,;¢)

e Define C! = (Encpk(m(l)), o Encyr(md), Ency (mit?), ...,Encpk(mg))

N N /
\/ \/
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Security for Multiple Encryptions

* Let A; as follows:

ﬂ. A random key (pk, sk) is generated using Gen \
2. The adversary A; is given pk and outputs a pair of vectors
My = (m}, ..., m§) and M; = (mi, ..., m}), where Vi.|m}| = |m}]

3. Arandom bit b « {0,1} is chosen
4. The vector C = (Encpk (mp), ..., Encpk(mg)) is given to A,
5. A, outputs a bit b’ 4

« We'll prove: Pr|A; wins| < % + &
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Security for Multiple (t) Encryptions — Second Method

* Let A, as follows:

. Arandom key (pk, sk) is generated using Gen \
. The adversary A, is given pk runs A;

1
2
3. A;outputs My = (m},...,m§) and M; = (m, ..., m})

4. A, chooses a random index i € {1, ..., t} and outputs m}, m}
5. Arandom bit b « {0,1} is chosen

6. The ciphertext ¢; = Ency (ml) is computed and given to 4,

* Forj <i:Aqencrypts Cj = Encpk(mé.)
* Forj >i:A{ encrypts ¢ = Encpk(mi)

7. The vector C = (cq, ..., Cj, ..., C¢) is given to A;
8. Ay outputs the bit b’ that is output by A, /
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Partially Homomorphic Encryption

& | ‘ >
H =€, Enc(x) Eéééé '
~ |
Client Enc[P(x)] Server/Cloud
(Input: x) (Program: P)

Image from: http://slideplayer.com/slide/236532/
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Partially Homomorphic Encryption

Al ! ‘ -
l. Enc(x) EEEE =
2]

- 190 |
Client Enc[P(x)] Server/Cloud
(Input: x) (Program: P)

UL ~

/Definition. A PKE scheme (Gen, Enc, Dec) is (partially) homomorphic if\
for all pk, sk and for all m4, ¢y, m,, c5:

my = Decg,(cq) and m, = Decg, (cp) =

\ Decg (c;0Oc;) = myOm, /
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Partially Homomorphic Encryption

e El Gamal PKE scheme:

« pk =(G,q,9,9° = h)
e sk =x

° Encpk(ml) =(g”,h -my) =¢;

» Encpr(my) = (gy’:hy’ 'mz) = (2

e =Py Cy) = (gyJ’y’,hyJ’y, ' (m1m2))
* > Decg(c1 - ¢3) = mym,
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Partially Homomorphic Encryption

e El Gamal PKE scheme: ¢, = Encyr(my),

C, = Encpk(mz)

e — X —=
pII: (G, q;g;g h) é
* SK = X )

° Encpk (ml) —_— (gy, hy . ml) — C]_ Cllent Server/Cloud

Decg(cq - ¢3)

» Encpr(my) = (gy’:hy’ 'mz) = (2

e =Py Cy) = (gyJ’y’,hyJ’y, ' (m1m2))
* > Decg(c1 - ¢3) = mym,
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