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Lecture 7: Plan

• The RSA public key cryptosystem.
• The Chinese remainder theorem.
• Various properties of the RSA public key cryptosystem.
• Quadratic residues and the Jacobi symbol.
• Probabilistic encryption based on QR and QNR over Z∗

pq.
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Integer Multiplication & Factoring as a One Way Function

Multiplying two n bit numbers takes time O(n2).
Finding a random n bit long prime, and verifying its primality, is easy.
Factoring an n bit number takes time 2c·n

1/3
(using the currently best

algorithm).

Easy: p, q −→ m = p·q (integer multiplication).

Hard: m = p·q −→ p, q (integer factorization).

Question Can public key cryptosystem be based on this observation?
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The Multiplicative Group Z∗pq

• Let p, q be two large primes.
• Denote their product m = p·q.
• The multiplicative group Z∗

m = Z∗
pq contains all integers in the

range [1 . . . pq − 1] that are relatively prime to both p and q.

• The size of the group is
φ(pq) = (p− 1)·(q − 1) = m− (p+ q) + 1.

• So for every x ∈ Z∗
pq, x

(p−1)·(q−1) = 1 (mod pq).

• Remark: Recall that Z∗
pq has no multiplicative generators.
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Exponentiation in Z∗pq

• Motivation: We want to use exponentiation for encryption.

• Let e be an integer, 1 < e < (p− 1)·(q − 1).
• Question: When is exponentiation to the e-th power, x −→ xe, a

one-to-one operation in Z∗
pq?
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Exponentiation in Z∗pq

• Claim: If e is relatively prime to φ(m) = (p− 1) · (q − 1), then
x −→ xe, a one-to-one operation in Z∗

pq.

• Constructive Proof: Since gcd(e, (p− 1) · (q − 1)) = 1, e has a
multiplicative inverse mod (p− 1) · (q − 1). Denote this inverse
by d, then ed = 1 + a(p− 1)(q − 1), where a is an integer.

• If we know (p− 1) · (q − 1), can find both d, a efficiently, using
the extended gcd algorithm.

• In Sage, this can also be computed by the expression
d=mod(e,(p-1)*(q-1))**-1 .

• Denote y = xe, then yd = (xe)d = xed = x1+a(p−1)(q−1) = x.
This means that y → yd is the inverse operation of x→ xe. ♠
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The RSA Public Key Cryptosystem
• Bob’s private information: two large primes p, q.
• Public information: Their product, m = p·q. An integer e that is

relatively prime to φ(m) = (p− 1)·(q − 1).
• More private information: An integer d that is relatively prime to
φ(m) = (p− 1)·(q − 1) and satisfies d · e = 1 mod φ(m).

• Messages P are elements in Z∗
m, namely numbers in

[1, . . . ,m− 1] that are relatively prime to m.
• To encrypt P , compute C = P e (mod m), and send C to Bob.
• To decrypt C, Bob computes Cd = P d·e = P (mod m).

————————————
Rivest, Shamir, Adelman: “The above mentioned method should not be
confused with the exponentiation technique presented by Diffie and Hellman
to solve the key distribution problem”
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The RSA Public Key Cryptosystem (MIT, 1978)

Rivest (still at MIT), Shamir (now at Weizmann Inst.), and Adelman
(now at USC), some 40 years ago.
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Constructing an Instance of RSA Public Key Cryptosystem

• Bob picks at random two large primes p, q.
• Bob picks an integer e that is relatively prime to
φ(m) = (p− 1) · (q − 1). This does not have to be random or
large.

• Bob computes d such that ed = 1 (mod (p− 1)(q − 1)).

• Let m = p·q be the product of both primes.
• Bob publishes the public key m, e.
• Bob keeps the private key d, as well as the primes p, q and the

number φ(m) in a safe place.
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A Small Example

• Let p = 47, q = 59, m = pq = 2773. Then
φ(m) = 46 ∗ 58 = 2668.

• Pick e = 17, then 157·17− 2668 = 1, so d = 157 is the inverse
of e = 17 mod 2668.

• e = 17 is 10001 in binary.
• For m = 2773 we can encode two letters per block, using a two

digit number per letter: blank=00, A=01, B=02,. . . ,Z=26.
• The message: ITS ALL GREEK TO ME is encoded as

0920 1900 0112 1200 0718 0505 1100 2015 0013 0500
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A Small Example (cont.)

• m = 2773, e = 17 (10001 in binary).
• The message: ITS ALL GREEK TO ME is encoded as

0920 1900 0112 1200 0718 0505 1100 2015 0013 0500

• Message is encrypted block by block.
• First block is P1 = 0920. It encrypts to
P e1 = P 17

1 = (((P 2
1 )

2)2)2 · P1 = 948 (mod 2773).
• The whole message (ten blocks) is encrypted as

0948 2342 1084 1444 2663 2390 0778 0774 0219 1655
Indeed Cd1 = 0948157 = 920 (mod 2773), etc.
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A Slightly Larger Example
• Let p = 2271 + 855, q = 2273 + 5, m = pq =

5758609657015291369997489289838056779353212311426453290
3689671329431521032595057735476212721821341837060063575
156440993208752824217085409959745236008778839218983091.
Then φ(m) = (p− 1)(q − 1) = (2271 + 854) · (2273 + 4).

• Pick e = 8777777777777776771, d = e−1 mod (p− 1)(q − 1) =
4846960085609934174446715171447540159543247308203212668
0428392926189634236787078449345784590929933965810033675
634129405155555483544406422552118185660335084689869443.

• For the message=
4758609657015291369997489289838056779353212311426453290
3689671329431521032595057735476212721821341837060063575
1564409932087528242170854099597452360087 we can
compute and verify, using e.g. Sage, that for
Cipher=Messagee mod m, indeed Cipherd mod m=Message.

• It is worthwhile doing similar computations by yourselves.
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How “Strong” is RSA

• If Eve could factor pq then she obtains all private information of
Bob.

• Hence breaking RSA cannot be harder than factoring.
• How hard is it to compute the secret key, d, from the public

information m, e?
• If Eve can find d, then she can compute ed− 1. This is a

multiple of φ(m) = (p− 1)(q − 1).
• Gary Miller has proved that such multiple enables factoring m.

The proof is a bit tedious, and we skip it.
• Does this imply that “breaking” RSA is equivalent to factoring?
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How “Strong” is RSA (the down-to-earth version1)

Original in http://xkcd.com/538/

1thanks to Elad Liebman for pointing this out
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About Computing the Exponent d from e in RSA

The group Z∗
pq ha φ(pq) = (p− 1)(q − 1) elements.

Thus for every x ∈ Z∗
pq, x

(p−1)(q−1) = 1, and so arithmetic “in the
exponent” is done modulo (p− 1)(q − 1).
Let e be relatively prime to (p− 1)(q− 1). We want to find its inverse
modulo (p− 1)(q − 1), namely a d satisfying
de = 1 mod (p− 1)(q − 1).
The “straightforward way” is to apply the extended gcd algorithm,
which produces integers d, a such that de+ a(p− 1)(q − 1) = 1.

This is always efficient (quadratic time in bit length of (p− 1)(q− 1).)
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About Computing the Exponent d from e in RSA, cont.

The alternative to xgcd is to realize that “in the exponent”, we work in
the group Z∗

(p−1)(q−1), whose order is φ((p− 1)(q − 1)). The inverse
of e can be computed by raising e to the group size minus 1 in
Z∗
(p−1)(q−1).

That is, d = eφ((p−1)(q−1))−1 (mod (p− 1)(q − 1)).

Note that if the factorization of (p− 1)(q− 1) is unknown, computing
φ((p− 1)(q − 1)) may be infeasible. Thus, this alternative is viable
only if cases where such factorization is easy to produce. We remark
that knowing p and q does not imply knowing the factorization of
(p− 1)(q − 1).
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Some RSA Properties

• Deterministic Encryption2:
I Plaintext block P is always encrypted as P e (mod m).
I So, just like ECB mode encryption of symmetric ciphers, we can

detect repetitions.

• RSA is multiplicative (aka multiplication homomorphic):
I Let P1, P2 be two plaintext blocks.
I Then E(P1 ·P2) = E(P1)·E(P2) (mod m).
I This immediately implies that RSA does not behave like a pseudo

random function (these are not multiplicative).
I Multiplicativity implies volnurability to chosen ciphertext attacks.
I Given a ciphertext C = P e (mod m), choose at random R and

compute C ′ = CRe (mod m), which is an encryption of PR, a
random looking text.

I A decryption of C ′ = CRe (mod m) will reveal P (after one
division mod m).

2so cannot be semantically secure, as seen in recitation
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And Now For Something Completely Different:
The Chinese Remainder Theorem (CRT)

Captain Archibald Haddock (French: Capitaine Haddock), another major
character in The Adventures of Tintin cartoon series
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The Chinese Remainder Theorem (CRT)

Let n1, n2 > 0 be two integers such that gcd(n1, n2) = 1.
Let 0 ≤ a1 < n1 and 0 ≤ a2 < n2.

Then there is a unique integer x, 0 ≤ x < n1 · n2, such that

x = a1 (mod n1) and x = a2 (mod n2).

Furthermore, this x can be efficiently computed.
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The Chinese Remainder Theorem (CRT): Proof

Let n1, n2 > 0 be two integers such that gcd(n1, n2) = 1.
Let 0 ≤ a1 < n1 and 0 ≤ a2 < n2.

Then there is a unique integer x, 0 ≤ x < n1 · n2, such that
x = a1 (mod n1) and x = a2 (mod n2).

Proof: Taking
x = a1 · (n−1

2 mod n1) · n2 + a2 · (n−1
1 mod n2) · n1 (mod n1n2),

yields the desired claim (we’ll verify this on board). ♠

Note that (n−1
2 mod n1), (n−1

1 mod n2) exist because
gcd(n1, n2) = 1. They can be computed efficiently either by using
extended gcd or by raising to exponents φ(n1)− 1, φ(n2)− 1,
correspondingly (this direction requires the factorization of n1 and
n2).
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The Chinese Remainder Theorem (CRT): Sage Examples

Sage does not have a built in supports for CRT with more than two
moduli. But yes, we can extend it ourselves!
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CRT for Three

Let n1, n2, n3 > 0 be two integers that are pairwise relatively ptime
(for i 6= j, gcd(ni, nj) = 1).
Let 0 ≤ a1 < n1, 0 ≤ a2 < n2, and 0 ≤ a3 < n3.

Then there is a unique integer x, 0 ≤ x < n1 · n2, such that
x = a1 (mod n1), x = a2 (mod n2) and x = a3 (mod n3).

Proof: Computing

x =a1 · ((n2n3)−1 mod n1) · n2n3
+a2 · ((n1n3)−1 mod n2) · n1n3
+a3 · ((n1n2)−1 mod n3) · n1n2

and then taking x (mod n1n2n3) yields the desired number. ♣
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CRT for Three, in Sage

We first need to compute inverses, n−1 (mod m).
def inverse(n,m):

""" inverse of n modulo m """
if gcd(n,m)!=1:

return None
else:

return pow(n,euler_phi(m)-1,m)
# euler_phi(m) is a built in Sage function

Let’s run an example or two

inverse (3,7)

5

inverse (34 ,195)

109
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CRT for Three, in Sage, cont.
def crt3(a1,a2,a3 ,n1 ,n2,n3):

if gcd(n1 ,n2)!=1 or gcd(n1,n3)!=1 or gcd(n2,n3 )!=1:
return None

else:
return (a1*inverse(n2*n3,n1)*n2*n3\
+a2*inverse(n1*n3,n2)*n1*n3\
+a3*inverse(n1*n2,n3)*n1*n2)\
%(n1*n2*n3)

Let’s run an example or two

m=crt3(1,2,3,4,5,7)
print(m)
print
print(m % 4)
print(m % 5)
print(m % 7)

17

1
2
3
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Using CRT to Think About Z∗pq

Given x ∈ Z∗
pq, it is fruitful to think about its remainders modulo p

and q, namely y = x (mod p) and z = x (mod q).
By the CRT, y and z determine x (and vice versa).
Furthermore, it is often more convenient (and sometimes more
efficient) to work with y and z instead of x.

However, this “privilege” is only available to Bob (who knows p and
q), not to Eve.
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Using CRT to Speed Up RSA Decryption

Goal: Given the encrypted message, C, compute Cd (mod pq).
Suffices by CRT to get Cd (mod p) and Cd (mod q).
• CRT preprocessing (done once): Given p, q, compute p−1

(mod q) and q−1 (mod p).
• Decryption, on input C:

I Bob (having learnt about CRT) wants to computes
y1 = (C mod p)d (mod p) and y2 = (C mod q)d (mod q).

I Bob (having learnt about arithmetic in Z∗p , Z∗q ) further realizes it
suffices to work with smaller exponents
y1 = (C mod p)d (mod p−1) (mod p) and
y2 = (C mod q)d (mod q−1) (mod q).

I Finally, Bob computes
P = q · (q−1 mod p) · y1 + p · (p−1 mod y2 (mod m).

• This yields a non negligible saving (factor 4) in decryption
runtime – essentially we deal with two half size exponentiations.
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RSA with Small Encryption Exponent
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Using a Small Exponent to Speed Up RSA Encryption

• The public exponent, e, can be small

I This will substantially improve efficiency of encryption.
I It does not mean that the private exponent, d, is small too.
I Neither does it seem to make it easier to derive d.
I Small public exponents are used in practice.
I Most popular values are either 3 or 216 + 1.
I The public exponent, e and φ(m) = (p− 1)(q − 1) should still be

relatively prime.
I For e = 3 this means 3 should divide neither p− 1 nor q − 1.
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Using a Small Exponent to Speed Up RSA Encryption (2)

• Small exponents are fine for sending a single message to a single
user, Bob.

I But they are vulnerable if the same message is to be sent to
multiple users.

I For example, suppose Bob, Bobi, and Bubchek are all using e = 3
(with public moduli m1,m2,m3, respectively).

I Alice wishes to send the plaintext message P to each of them.
I She encrypts the plaintext message P and sends
P 3 (mod m1), P

3 (mod m2), P
3 (mod m3).

I Notice that P < m1,m2,m3, and thus P 3 < m1 ·m2 ·m3.
I Denote x = P 3 (as an integer, not modulo anything).
I Eve heard x (mod m1), x (mod m2), x (mod m3). She also

knows that x < m1 ·m2 ·m3.
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Using a Small Exponent to Speed Up RSA Encryption (3)
I Eve heard x (mod m1), x (mod m2), x (mod m3). She also

knows that x < m1 ·m2 ·m3.
I m1,m2,m3 are pairwise relatively prime.
I Eve (who overheard our class on CRT and followed every iota)

knows that this enables her to efficiently compute
y = x (mod m1m2m3).

I But since x < m1 ·m2 ·m3, this implies that y = x (over the
integers!). Therefore Eve now holds P 3 = x without any modular
subtractions.

I Computing cubic roots over the integers is easy.
I So Eve finds P and successfully retrieves the plaintext.

• Is this a weakness of small exponent RSA? No!
• It is a weakness in the manner small exponent RSA was used.
• In general, if we have cryptographic building blocks that are

secure on their own, this does not mean we can compose or
interleave them any way we want, and still maintain security.
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Random Self Reducibility of RSA

• Let m = pq, e be a given RSA modulus, of length n bits, plus a
RSA exponent.

• Suppose A is an deterministic nc time algorithm which, on input
E(x) = xe (mod m), outputs x for εm of the inputs in Zm.

• Then A can be converted into a randomized ε−1nc expected
time algorithm, R which, on input E(x) = xe (mod m), outputs
x for all the inputs in Zm.

• Whenever R terminates, it gives the correct output x.

• Proof on board (using the modular circle).
• Consequence: For a given m = pq and e, inverting RSA is either

hard everywhere or easy everywhere.
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Random Padding (aka "Salting") of RSA
• Padding the message by a block of random bits: Suppose the

length of pq is n bits. Use ` bits for the message P , concatenate
with n− ` random bits string, r: E(r ◦ P ) = (r ◦ P )e (mod pq).

• Padding reduces the information rate, but increases security. It
can be shown that if n− ` is very large, then padded RSA is
resistant to chosen plaintext attack (under appropriate
assumption on hardness of inverting the RSA function).

• For security to hold, pad must be random. Choosing
r = hello world, or any other fixed text, is not a good practice.

• For protection against chosen ciphertext attack, a combination of
fixed and random padding was proposed by RSA labs: Let P be
a ` bit long message. Pad and encrypt by
(00000000 ◦ 00000010 ◦ r ◦ 00000000 ◦ P )e (mod pq).

• Fixed parts of pad intended to foil multiplication attacks.
• Unfortunately, some chosen ciphertext attacks were later found.

Such schemes (with different patterns) are still being used.
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General Remark on Public Key Cryptosystems
• PKCs are order of magnitude slower than private key systems.

Hence used mainly to exchange keys or signing.
• Under suitable complexity assumptions, PKC are secure, provided

we can trust the association of keys with users.
• If I were tricked to send a message using what I think is the

public key of Esau, but Jacob (a well known trickster) is the one
that can decipher it, then I may be in trouble.

Isaac rejecting Esau, by Giotto di Bondone,
13-14th centuries, Assissi, Italy.

• To achieve secure communication without prior physical contact,
have to establish (and trust) centers for distributing certificates.

• Should discussed this under “public key infrastructure”, but we do
not have enough time :-(
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Real World Usage of RSA

(1) Key exchange.
Key subsequently used in a symmetric encryption scheme (which
typically is much faster).

(2) Digital signatures.
Signatures will be discussed in 1-2 weeks.
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And Now For Something Completely Different:
Probabilistic Encryption

Invented by Goldwasser and Micali, 1982.
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Probabilistic Encryption: Goal

Whatever is efficiently computable about the cleartext given the
ciphertext, is also efficiently computable without the ciphertext.

In the context of public key encryption, we will first boil down this
noble goal to a rather simple requirement – indistinguishability of
encryptions of 0 from encryptions of 1. We will then discuss longer
plaintexts.

There is much more to this paradigm. And rest assured – it will be
explored (when we discuss zero knowledge proofs).
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QRs and NQRs in Z∗pq

I By now, you all know about quadratic residues in Z∗
p .

I Some of you may even understand quadratic residues in Z∗
q .

I We want to build intuition about quadratic residues and
quadratic non residues in Z∗

pq.
I We will throw in the Jacobi symbol, ( xpq ) as well.
I But first, lets examine the square roots of 1 in Z∗

pq.
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Square Roots in Z∗pq
Start with square roots of 1.
• in Z∗

p , 1 has two square roots: 1 and p− 1.
• in Z∗

q , 1 has two square roots: 1 and q − 1.
• What about the square roots of 1 in Z∗

pq?

• y2 = 1 (mod pq) iff y2 = 1 (mod p) and y2 = 1 (mod q).
• So y = ±1 (mod p) and y = ±1 (mod q).
• This gives rise to four systems of modular equations

1. y = 1 (mod p) and y = 1 (mod q).
2. y = −1 (mod p) and y = −1 (mod q).
3. y = 1 (mod p) and y = −1 (mod q).
4. y = −1 (mod p) and y = 1 (mod q).

• The solution to (1) is y = 1.
• The solution to (2) is y = pq − 1 = −1 (mod p).

• The solutions to (3) and (4) are obtained using the Chinese remainder
theorem. See a concrete example in the next slide.
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Square Roots in Z∗pq: Sage Code and Execusion
def unitsqrt(p,q):

m=p*q
print(m)
print
root1=crt(1,1,p,q)
root2=crt(-1,-1,p,q)
root3=crt(1,-1,p,q)
root4=crt(-1,1,p,q)
print(root1 ,root1 ^2 % m)
print(root2 ,root2 ^2 % m)
print(root3 ,root3 ^2 % m)
print(root4 ,root4 ^2 % m)
return(root1 ,root2 ,root3 ,root4)

Let’s run an example or two
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Square Roots in Z∗pq

In general, the square roots of y2 are any of the four square roots of 1
(mod pq), multiplied by y.

• This implies that every square in Z∗
pq has exactly four square

roots.
• The number of quadratic residues in Z∗

pq is (p− 1)(q − 1)/4.
• The mapping x→ x2 mod pq is a four to one mapping.
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The Magic Square(s) in Z∗pq, take 1
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The Magic Square(s) in Z∗pq, take 2
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Identifying Quadratic Residues and Non Residues in Z∗pq

Given x ∈ Z∗
p , we know how to efficiently test if x is a QR or NQR.

x ∈ Z∗
p iff x(p−1)/2 = 1 (mod p).

The value x(p−1)/2 is called the Legendre symbol of x modulo p, and
denoted (xp ).

What about QR or NQR for x ∈ Z∗
pq?

Well, if we knew p (and q), this would be a piece of cake.

But life is tough, and factoring integers is hard. What can be said if
pq is given, but not its factorization?

We cannot tell QR from QNR, but do know something (refer to magic
square).
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The Jacobi Symbol in Z∗pq

• Let m = pq and z ∈ Z∗
pq.

• The Jacobi symbol ( zpq ) is 1 if z mod p and z mod q are both
quadratic non residues in the appropriate field, or both are
quadratic residues. Otherwise, it is −1.

• Interestingly enough, ( zpq ) can be efficiently computed even
without knowing the factorization of m = pq.

• The algorithm uses the so called law of quadratic reciprocity,
which leads to an algorithm similar to Euclid’s gcd algorithm.

• We will skip the proof’s details (but you can look it up, e.g. in
http://en.wikipedia.org/wiki/Jacobi_symbol ).
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The Magic Square(s) in Z∗pq, Refined
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Generating Quadratic Residues and Non Residues in Z∗pq

• It is easy to generate a uniformly distributed quadratic non
residues in x ∈ Z∗

p .
• It is also easy to generate a uniformly distributed quadratic

residues in x ∈ Z∗
p .

• The same applies to y ∈ Z∗
q .

• Knowing the factorization p, q of pq, it is easy to generate a
uniformly distributed z ∈ Z∗

pq which is any of the four types
modulo p, q:
(QR,QR), (QR,QNR), (NQR,QR), (QNR,QNR).
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Quadratic Non Residues in Z∗pq, cont.

• Knowing the factorization p, q of pq, it is easy to generate a
uniformly distributed z ∈ Z∗

pq which is a quadratic non residue
modulo p and modulo q.

• How?
• We generate at random a quadratic non residue modulo p,

denoted by x ∈ Z∗
p .

• We generate at random a quadratic non residue modulo q,
denoted by y ∈ Z∗

q .
• Using the Chinese remainder theorem (CRT), we efficiently find a
z ∈ Z∗

pq such that z = x (mod p) and z = y (mod q).

55 / 68



Quadratic Non Residues in Z∗pq: Special Case

• Claim: Suppose p = 3 mod 4. Then −1 is a QNR modulo p.
• Proof: x is a QNR modulo p iff x(p−1)/2 = −1 mod p.
• There is an integer k such that p = 4k + 3. Thus

(−1)(p−1)/2 = (−1)((4k+3)−1)/2 = (−1)2k+1 = −1.
• Therefore if p = 3 mod 4 and q = 3 mod 4, then −1 is a QNR

modulo p and modulo q.

• Incidentally, a product pq where p = 3 mod 4, q = 3 mod 4 is
called a (Manuel) Blum integer.
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The Quadratic Residuosity Assumption (QRA) in Z∗pq

• Let m = pq but not its factorization and a z ∈ Z∗
pq such that

z mod p and z mod q are both quadratic non residues in the
appropriate field be given.

• Consider the distributions (think of action on magic square)
QR = {y2 mod pq | y ∈R Z∗

pq},
QNR = {zy2 mod pq | y ∈R Z∗

pq},
where y ∈R Z∗

pq is chosen uniformly at random.

• The QRA: QR and QNR are polynomially indistinguishable.
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QRA in Z∗pq, Viewed with the Magic Square(s)

is indistinguishable from
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A QRA Based Public Key Probabilistic Encryption Scheme
• Bob’s private information: two large primes p, q.
• Public information: Their product, m = p·q. An integer z ∈ Z∗

pq,
which is a quadratic non residue modulo p and q.

• Messages P are simply binary strings, P = b0b1b2 . . . bk.
• To encrypt bi, Alice chooses yi ∈ Z∗

pq at random. If bi = 0, its
encryption is ci = y2 mod pq. If bi = 1, its encryption is
ci = zy2 mod pq.

• Alice sends c0c1c2 . . . ck to Bob.

• To decrypt c0c1c2 . . . ck, Bob computes, for every i, ci (mod p)
and ci (mod q). If both are squares, Bob determines that bi = 0,
otherwise if both are non squares, he determines that bi = 1 3.

3if one is a square and the other is not, Bob concludes that Alice deviated
from the protocol.
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A QRA Probabilistic Encryption Scheme: Q&A

What does Bob know that Eve does not?
Bob holds p and p. This enables him to determine if ci is a QR
modulo p and p or QNR modulo p and p.

By the quadratic residuosity assumption, Eve cannot determine this
information on her own.
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A QRA Probabilistic Encryption Scheme: Q&A

Does the fact that Bob published a QNR z not helping Eve?

No! If Eve picks a z ∈ Z∗
pq at random, it will be a QNR modulo p and

p with probability exactly 1/4.
Furthermore, for p = 3 mod 4 and q = 3 mod 4, Bob could use
z = −1(= pq − 1) and Eve could do this as well, without weakening
QRA.
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A QRA Probabilistic Encryption Scheme: Q&A

Is the scheme not very wasteful in terms of communication
bandwidth?

This is hard to deny.
But, as we will soon see, this construction buys us provable immunity
to chosen plaintext attacks (under QRA, of course).

In addition, this construction was the first one of its kind, and paved
the way to more efficient ones, and in fact to the modern complexity
based approach to cryptography.
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Multiplicative Homomorphism of QR/QNR in Z∗pq

We are given m = p·q and an integer z ∈ Z∗
pq, which is a quadratic

non residue modulo p and q.

Let b1, b2 ∈ {0, 1}, and denote E(0) =QR, E(1) =QNR (where QR,
QNR denote a random quadratic residue/non residue modulo pq.

Since QR·QR=QR, QNR·QNR=QR,
QNR·QR=QNR, and QR·QNR=QNR,
we have

E(b1) · E(b2) = E(b1 ⊕ b2).
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Semantic Security (Sketch)

First, we observe that due to the system being a public key one, Eve
could generate herself encryptions of any (polynomially many) strings
she chooses, s1, . . . , s`.

Suppose there is a polynomial time computable non constant
predicate C(b1 . . . bk), and an adversary algorithm A that on
encrypted input E(b1) . . . E(bk) has an advantage (over the
background probability) of computing C(b1 . . . bk).

Using a so called hybrid argument, it can be shown that the
advantage in computing C(b1 . . . bk) can be turned into an advantage
in computing bi from E(bi) for some bit bi.

This means Eve can efficiently distinguish QRs from RNRs.

This contradicts the quadratic residuosity assumption. ♠
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Self Reducibility of QR/QNR in Z∗pq

We are given m = p·q and an integer z ∈ Z∗
pq, which is a quadratic

non residue modulo p and q. Let n be the length of m (in bits).

Suppose A is a polynomial time (polynomial in n) algorithm that on
input x ∈ Z∗

pq whose Jacobi symbol is 1, outputs a “guess” to x being
a QR or QNR. Furthermore, suppose this “guess” is correct with
probability 1

2 + ε (probability is over choices of x and coin tosses of
A).

Claim: Given A as above, there is an algorithm B that runs in time
polynomial in (n + ε−1), such that on input t ∈ Z∗

pq whose Jacobi
symbol is 1, outputs if t is a QR or QNR modulo pq, and furthermore,
B succeeds with probability ≥ 1− 2−n.
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Self Reducibility of QR/QNR in Z∗pq: Proof Idea

How do we turn a very slight advantage (probability 1
2 + ε of guessing

x being a QR or QNR), to an overwhelming probability of being
correct (probability 1

2 + ε of guessing x being a QR or QNR)?

1. “Spread” x over all elements in Z∗
pq with Jacobi symbol 1.

Do this by computing xy2i and zxy2j for polynomially many
random independent yi and yj .

2. Query A for QR/QNR of all these xy2i and zxy2j .
3. Count how many answers indicate that x is a QR, and how many

that it is a QNR.
4. Take the majority. Show probability of error is small ≤ 2−n by

using a specific inequality related to laws of large numbers
(actually large deviations), e.g. the Chernoff bound.
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