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Lecture 2: Plan

• The mod operation over integers.

• Integer greatest common divisor (gcd): Euclid’s algorithm.

• Extended gcd.

• Perfect Ciphers, revisited.

• One time pad.

• Complexity Theoretic Assumptions.

• Indistinguishability of Distributions.

• Symmetric Encryption.

• Stream ciphers (synchronous mode).

• Pseudo random generators and synchronous stream ciphers.
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Symbolic Algebra, Using Sage

We want you to get some hands on experience working with
integers and polynomials (esp. polynomials over finite fields).
The easiest way to do so is by employing a symbolic
mathematical software package. There are a number of such
packages, e.g. Magma, Maple, and Mathematica. We
recommend Sage, which is an open source package (it builds
upon Python).

Sage can be accessed at http://www.sagemath.org (you have
to register). You could either run it over the web or download
the software and run it locally. The syntax (like most of these
systems) is not always great, but after seeing some examples,
one will get used to it.
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Integer Greatest Common Divisor

Computing the integer greatest common divisor (gcd) is maybe
the oldest computational problem we have a record for.

Integer gcd (and some ramifications) is tightly related to
arithmetic of large integers, e.g. computing inverses modulo a
large prime, p, which are important in modern cryptography.
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Integer Greatest Common Divisor

The greatest common divisor, or gcd, of two positive integers
k, ` is the largest integer, g, that is a divisor of both of them.
Since 1 always divides k, ` , the gcd g is well defined.
If one of these two integers is zero, we define gcd(k, 0) = k.

For example,

gcd(28,32)=4,

gcd(276,345)=69,

gcd(1001,973)=7,

gcd(1002,973)=1.

If gcd(k, `) = 1, we say that k, ` are relatively prime.

5 / 1



Computing Greatest Common Divisor Naively

The naive approach to computing gcd(k, `) is similar to the trial
division approach: Start with min(k, `), and iterate, going down,
testing at each iteration if the current value divides both k and `.

How far do we go? Till the first divisor is found.

What is the (worst case) running time of this naive method?
When relatively prime, the number of trial divisions is exactly
min(k, `). If the minimum is an n bit number, the running time
is O(2n). Hence this method is applicable only to relatively
small inputs.

Alternatively, we could also go up, starting with 1. It won’t
make much of a difference in the worst case.
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Slow GCD Code

def slow_gcd(x,y):

""" greatest common divisor of two integers -

naive inefficient method """

assert isinstance(x,int) and isinstance(y,int)

# type checking: x and y both integers

x,y=abs(x),abs(y) # simultaneous assignment to x and y

# gcd invariant to abs. Both x,y now non -negative

if x<y:

x,y=y,x # switch x and y if x < y. Now y <= x

for g in range(y, 0, -1): # from x downward to 1

if x%g == y%g == 0: # does g divide both x and y?

return g

return None # should never get here , 1 divides all

>>> from clock import elapsed

>>> elapsed("slow_gcd (2**50 ,2**23+1)")

2.294258

>>> elapsed("slow_gcd (2**50 ,2**27+1)")

36.838267
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Computing GCD – Euclid’s Algorithm

Euclid, maybe the best known early
Greek mathematician, lived in Alexan-
dria in the 3rd century BC. His book,
Elements, lays the foundation to so
called Euclidean geometry, including an
axiomatic treatment. The book also
deals with number theory and describes
an efficient gcd algorithm.

(drawing from Wikipedia)

The algorithm is iterative, and is based on the following
invariant (a property that remains unchanged before and after

applying some transformation): Suppose 0 < ` < k, then
gcd(k, `) = gcd(k mod `, `).
The algorithm replaces the pair (k, `) by (`, k (mod `)), and
keeps iterating till the smaller of the two reaches zero. Then it
uses the identity gcd(h, 0) = h. 8 / 1



Computing GCD – Euclid’s Algorithm (cont.)
Euclid’s gcd algorithm is based on the following invariant:
Suppose 0 < ` < k, then gcd(k, `) = gcd(`, k (mod `)).
Notice that after taking the remainder, k (mod `) is strictly
smaller than `. Thus one iteration of this operation reduces
both numbers to be no larger than the original minimum.
Consider a specific example:
>>> k,l = 6438, 1902

>>> k,l = l,k%l ; print(k,l)# simultaneous assignment;then print

1902 732

>>> k,l = l,k%l ; print(k,l)

732 438

>>> k,l = l,k%l ; print(k,l)

438 294

>>> k,l = l,k%l ; print(k,l)

294 144

>>> k,l = l,k%l ; print(k,l)

144 6

>>> k,l = l,k%l ; print(k,l)

6 0

The gcd of 6438 and 1902 is 6. 9 / 1



Computing GCD – Euclid’s Algorithm (cont.)
Euclid’s gcd algorithm is based on the following invariant:
Suppose 0 < ` < k, then gcd(k, `) = gcd(`, k (mod `)).
It can be shown that two iterations of this operation make both
numbers smaller than half the original maximum.

Example:
k0=4807526976, `0=2971215073
k1=2971215073, `1=1836311903
k2=1836311903, `2=1134903170
k3=1134903170, `3=701408733
k4=701408733, `4=433494437
...

If originally k is an n bit number, namely 2n−1 ≤ k < 2n, then
on every second iteration, the maximum number is halved. So in
terms of bits, the length of the maximum becomes at least one
bit shorter. Therefore, the number of iterations is at most 2n.
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Python Code – Euclid’s Algorithm, Displaying

The following code computes gcd(x,y) using Euclid’s
algorithm. In addition, it prints all intermediate pairs.

def display_gcd(x,y):

""" greatest common divisor of two integers , Euclid ’s algorithm.

This function prints all intermediate results along the way. """

assert isinstance(x,int) and isinstance(y,int)

# type checking: x and y both integers

x,y=abs(x),abs(y) # simultaneous assignment to x and y

# gcd invariant to abs. Both x,y now non -negative

if x<y:

x,y=y,x # switch x and y if x < y. Now y <= x

print(x,y)

while y>0:

x,y=y,x%y

print(x,y)

return x
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Python Code – Euclid’s Algorithm, Displaying (Execusion)
>>> display gcd(10946,6765)

10946 6765

6765 4181

4181 2584

2584 1597

1597 987

987 610

610 377

377 233

233 144

144 89

89 55

55 34

34 21

21 13

13 8

8 5

5 3

3 2

2 1

1 0

1 final outcome -- gcd(10946,6765)
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Python Code – Euclid’s Algorithm, Displaying (Execution)

>>> display_gcd (6774 ,4227)

6774 4227

4227 2547

2547 1680

1680 867

867 813

813 54

54 3

3 0

3 # final outcome: gcd (6774 ,4227)=3

Non trivial question: Which pairs of n bit integers, x,y, cause a
worst case performance (maximal number of iterations) for
Euclid’s gcd?

13 / 1



Extended GCD
It can be shown that if gcd(r0, r1) = g than there are integers
A,B such that A · r0 +B · r1 = g. Furthermore, these A,B can
be constructed “iteratively”, by following Euclid’s gcd algorithm.
The complexity of finding these A,B is the same as the
complexity of Euclid’s algorithm.
Sage has a built in command, xgcd, for computing the extended
gcd.

14 / 1



And Now to Something Completely Different: Encryption

taken at south west corner of Ramon crater, April 2015
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Formulating Encryption (reminder from lecture 1)

I A finite message (plaintext) space, {M1, . . . ,Mn}.
I Each plaintext is associated with an a-priori probability

pi = Pr(Mi).

I Important: Whether M contains ancient messages in
Sanskrit, plans for a hydrogen bomb, or reconnaissance
photos, the a-priori plaintext probabilities,
Pr[plaintext = P ], are almost never uniform.

I In addition, these probabilities are often hard to estimate.

I A finite key space, {K1, . . . ,Km}.
I Each key is associated with an a-priori probability. These

probabilities are often uniform.

I A finite cipher text (encrypted messages) space,
{C1, . . . , C`}.
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Formulating Encryption, take 2
I A finite cipher text (encrypted messages) space,
{C1, . . . , C`}.

I A simple combinatorial observation: The number of
ciphertexts must be at least as large as the number of
plaintexts, namely ` ≥ n. You will be asked to prove this
easy fact as part of HW1.

I The probability that a certain ciphertext, Cj , is produced, is
determined by the probabilities associated with the
plaintexts and the keys:
Pr(Ch) =

∑
EKi

(Mj)=Ch
Pr(Mj) · Pr(Ki).

I Consider the conditional probability that the plaintext
equals Mj , given that ciphertext Ch was sent, i.e.
Pr(Mj |Ch).
Note that by Bayes’ rule
Pr(Ch)Pr(Mj |Ch) = Pr(Mj ∧Ch) = Pr(Mj)Pr(Ch|Mj). 17 / 1



Perfect Cipher

I We say that a cipher is perfect if the following holds: Given
a ciphertext, C, the probability that Dk2(C) = M for any
plaintext M is equal to the apriori probability that M is the
plaintext.

I Probability over what?

I Over the key space {k2} and the message space M
I In a probabilistic language:

Pr[plaintext = M | C] = Pr[plaintext = M ]

I In daily language: Knowing the ciphertext gives absolutely
no information towards knowing the plaintext.
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Perfect Cipher and the Size of the Key Space

Shannon Theorem: A necessary condition for a perfect
encryption scheme is that the number of keys is at least as large
as the number of plaintext messages (number of plaintext
messages with a-priori non-zero probability).

Proof: You will be asked to prove this, as part of HW1.
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Claude Shannon
Claude Shannon (1916–2001) was a mathematician,
cryptographer, electrical engineer, inventor, juggler, and
investor. He is known as “the father of Information Theory”.
He also made fundamental contributions to cryptography and
digital circuits, as well as work on fire-control systems and
cryptography during World War II.

Most relevant to this course is his paper “Communication
Theory of Secrecy Systems” – written and classified 1946,
de-classified and published 1948 (available on the course site).
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Perfect Cipher: An Equivalent Definition

I Finite plaintext (message) space. assume for simplicity it is
{0, 1}n

I For the sake of simplicity, assume the ciphertext space is
also {0, 1}n.

I Let M1,M2 ∈ {0, 1}n be any two plaintexts and
C ∈ {0, 1}n be any ciphertext.

I We say that the cipher is perfect if (for any combination
M1,M2, C ∈ {0, 1}n) the probabilities that Ek(M1) = C
and Ek(M2) = C are exactly the same.

I Probability over what?
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Perfect Cipher: Equivalent Definition, cont.

I Probability over what?

I Over the key space {k} (alone!).

I In a probabilistic language, for every M1,M2, C:

Prk[Ek(M1) = C] = Prk[Ek(M2) = C] .

I In daily language: Knowing the ciphertext gives absolutely
no information towards knowing the plaintext.

I Important: Requirement does not depend on any
distribution of plaintexts.
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Perfect Cipher Example – One Time Pad

I Plaintext space – {0, 1}n

I Key space – {0, 1}n. The key k is chosen at random and
indep. of P .

I The scheme is symmetric, ⊕ stands for bit-wise XOR:
Ek(P ) = C = P ⊕ k
Dk(C) = C ⊕ k = P
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Perfect Cipher Example – One Time Pad, cont.

I The ciphertext space is {0, 1}n as well.

I Key space – {0, 1}n. The key k is chosen at uniformly at
random over {0, 1}n.

I Ek(P ) = C = P ⊕ k and thus each bit of the ciphertext
equals 1 with probability 1/2, and 0 with probability 1/2.

I Different ciphertext bits are mutually independent.

I So, for each plaintext, the ciphertext is uniformly
distributed in {0, 1}n.

I Thus one time pad is a perfect cipher.

I Unfortunately, keys must be as long as plaintext to achieve
such perfect security (by Shannon’s theorem).
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Perfect Cipher Example – One Time Pad, cont. cont.

I Thus one time pad is a perfect cipher.

I By Shannon’s theorem, keys must be as long as plaintext to
achieve such perfect security.

I We will explore systems employing shorter keys.

I The price to pay is that security will no longer be perfect.

I Instead, security will depend on complexity assumptions,
and will hold only wrt computationally bounded adversaries.
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Reusing a One Time Pad

I Given two plaintexts P1, P2 ∈ {0, 1}n.

I We chose a key uniformly at random over k ∈ {0, 1}n.

I And happily compute Ek(P1) = C1 = P1 ⊕ k,
Ek(P2) = C2 = P2 ⊕ k (happily because we just cut the
random bits generation by one half, and deserve a bonus!)

I And send C1, C2 to our agent at the other side of the globe.

Is this really a good idea?
What can Eve infer about P1, P2?
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Cryptography and Computation Complexity

Modern cryptographic research and modern complexity theory
have advanced “hand in hand”, often fertilizing the other
domain considerably.

We will explore “what type of crypto” is doable under various
assumption.
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The Crypto–Complexity Assumptions “Pyramid”
(most basic version)

One-Way  Functions 

Trapdoor  
One-Way Functions 

P ≠ NP 
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The Crypto Assumptions “Pyramid”

One-Way  Functions 

Trapdoor  
One-Way Functions 

P ≠ NP 

We will see that OWF (one way functions) are equivalent to
PRG (pseudo number generators).
And that PRGs enable private key encryptions.
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Perfect Indistinguishability

Let An and Bn be two probability distributions on {0, 1}n.
A distinguisher is a machine, K, that on input string x outputs
either a 0 or a 1.
Notations: x

R← C means “x is chosen according to the
distribution C”. Denote:

pK,A(n) = Prob(K(x) outputs 1 : x
R← An)

pK,B(n) = Prob(K(x) outputs 1 : x
R← Bn)

We say that the distributions An and Bn are indistinguishable if
for every distinguisher and for all n ≥ n0, pK,A(n) = pK,B(n) .
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Perfect Indistinguishability: A Simple Example

Let An be the uniform probability over strings in {0, 1}n.
Let Bn be the uniform probability over strings in 0{0, 1}n−1.

These two probability distributions are over strings in {0, 1}n.

It is easy to design (do it!) a machine, K, which tells An and
Bn apart. Namely pK,A(n) 6= pK,B(n) .
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Perfect vs. Computational Indistinguishability

Let An and Bn be two probability distributions on strings in
{0, 1}n.
In the next definition, we will relax the perfect
indistinguishability requirement in two aspects:

• The machine, K, is required to run in polynomial time.

• We relax pK,A(n)=pK,B(n) to ∼, i.e. not too far apart.
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Computational Indistinguishability (Goldwasser Micali ’82)
Let An and Bn be two probability distributions on strings in
{0, 1}n.
A polynomial distinguisher is a polynomial time machine, D,
that on input a string x outputs either a 0 or a 1.

x
R← C means “x is chosen according to the distribution C”.

Denote

pD,A(n) = Prob(D(x) outputs 1 : x
R← An)

pD,B(n) = Prob(D(x) outputs 1 : x
R← Bn)

We say that the distributions An and Bn are polynomially
indistinguishable if for every ε > 0 and every polynomial
distinguisher D there is an n0 such that for all n ≥ n0,

| pD,A(n)− pD,B(n) | < ε .
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Pseudo Random Distributions

Let An be a probability distributions on strings in {0, 1}n.
We say that the distribution An is pseudo random if it is
polynomially indistinguishable from the uniform distribution on
{0, 1}n.
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Computational vs. Perfect Indistinguishability: Example
Let p be a large prime and G= Z∗

p the multiplicative group
mod p, with p− 1 elements . Many non unit element
g ∈ G, g 6= e are multiplicative generators of G (to be discussed
later in the course). Let 1 ≤ a, b, c ≤ p− 1 be random and
independent, and g such generator. Fix p, g.

• Let A be the uniform distribution on ga, gb, gab

(exponentiations are iterated multiplications in G).
• Let B be the uniform distribution on

ga, gb, gc.

A and B are believed to be computationally indistinguishable –
this is called the decisional Diffie–Hellman assumption (DDH).

Notice that if discrete logarithm in G is easy, DDH does not
hold, and the two distributions are distinguishable (computing
discrete logarithms in G tells them apart).

Further discussion using the board (and in the recitation).
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Pseudo Random Generators

A pseudo random generator is a polynomial time computable
function G : {0, 1}n 7→ {0, 1}p(n) (on input of length n it
produces an output of length p(n)), where p(n) > n is a
polynomial in n, which satisfies:

The output of G is polynomial time indistinguishable from truly
random strings of length p(n).

Notice that the output of such G cannot be truly random!

Further explanation on the board.
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One Way Functions

A one way function is a polynomial time computable function
f : {0, 1}n 7→ {0, 1}n (on input of length n it produces an
output of length n), which satisfies: The output of f cannot be
inverted in polynomial time. Every (probabilistic) poly time
machine fails to invert with probability ≥ 1− ε.

Further explanation on the board.

Remarks: For crypto application we sometime require that, in
addition, f is a permutation of {0, 1}n.
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Synchronous Stream Ciphers (“imitating” one-time pad)
• Start with a secret, random key (“seed”). Generate (online)

a keying stream by applying the PRG, G, to the seed. The
i-th bit of the keying stream is the i-th bit of G’s output.

• Combine the keying stream by bitwise XORing with the
plaintext, to produce the ciphertext.

• This type of stream cipher is called synchronous (why?).
• Decryption is done in the same manner (XORing ciphertext

with keying stream).
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PRGs in Practice1

I Typical parameters: seed length n = 128 or 256 bits;
output length: ` = 220.

I security: time complexity of adversary up to T (n) ≈ 2n/2

steps, and distinguishing probability ε ≈ 2−n/3.

I Concrete implementations are fast but lack theoretical basis.

I Passing public scrutiny is a good measure, but not a
sufficient one.

I We’ll see a number of concrete example in a few slides.

1slide curtesy of Benny Appelbaum
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Real Synchronous Stream Ciphers

• Provide concrete implementations, each with fixed length
key (seed) and fixed (maximum) output length.

• Formally there is nothing asymptotic, hence cannot be
PRGs.

• Still, with a large key length n one hopes that the best way
to break the code is by exhaustive search, 2n, or not too
much below it (say 2n/2.

• Concrete implementations usually have no theoretical
foundations, but are based on vast practical experience by
designers with extensive exposure to theory and practice.
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Real Synchronous Stream Ciphers

• Most pre-WWII machines

• German Enigma

• Linear Feedback Shift Register (LFSRs) and combinations
thereof.

• A5 – encrypting GSM handset to base station
communication

• RC4 – Ron’s (Rivest) Code
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Linear Feedback Shift Registers
• An LFSR is a function that produces a binary output

stream.
• The device in the picture (from Menezes, Oorschot and

Vanstone’s book) has L stages (or delay elements).
• The ci ∈ {0, 1} in the picture are the hardwiring of the

device. They are constant, assumed known, and cL = 1.
• The initial state is [sL−1, . . . , s1, s0], which is the secret

seed.
• The output sequence (stream) s0, s1, s2, . . . is determined

by the recursion sj =
∑L

i=1 cisj−i mod 2.
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Linear Feedback Shift Registers and Stream Ciphers

• LFSRs have been investigated extensively.

• They have extremely fast implementations in hardware and
even in software.

• Closely elated to irreducible polynomials over Z2.

• With correct choice of wiring and initialization, output
stream has a very long period.

• However, they are way too weak for cryptographic use – a
relatively short output stretch allows to determine initial
seed efficiently.

• Multiplexing or combining several LFSRs, and adding
non-linear components, do produce good stream ciphers.
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